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Applicant(s) 
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HOSUK SONG 
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2131 





~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address -- 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136 (a), in no event, however, may a repiv be timefy filed after SIX (6) MONTHS from the 
mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely- 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extertded period for reply will, by statute, cause the application to become ABANDONED (35U.S.C. § 133). 

- Any reply received by the Office later than three morrths after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1)K Responsive to communication(s) filed on Mar 2 1, 2003 

2a) □ This action is FINAL. 2b) K This action is non-final. 

3) 0 Since this application is in condition for allowance except for formal nnatters, prosecution as to the merits is 

closed in accordance with the practice under fx parfe Quay/e, 1935 CD. 11; 453 O.G. 213. 
Disposition of Claims 

4) SI Claim(s) 1:42 is/are pendi ng in the application. 



4a) Of the above, claim(s) 
5)0 Claim(s) 



6) ^ Claim(s) 1-42 

7) D Claim(s) 

8) n Claims 



is/are withdrawn from consideration. 

is/are allowed. 

is/are rejected. 

is/are objected to. 



are subject to restriction and/or election requirement. 



Application Papers 

9)n The specification is objected to by the Examiner. 

lOD The drawing(s) filed on is/are a) □ accepted or blD objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
1 DD The proposed drawing correction filed on is: a)^ approved b)^ disapproved by the Examiner, 

If approved, corrected drawings are required in reply to this Office action. 

12) 0 The oath or declaration is objected to by the Examiner. 
Priority under 35 U.S.C. §§ 119 and 120 

13) 0 Acknowledgement Is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)n All b)n Some* c)0 None of: 

1. □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 



3. □ Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
*See the attached detailed Office action for a list of the certified copies not received. 

14) D Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 1 19(e). 
a)n The translation of the foreign language provisional application has been received. 

15) 0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. §§120 and/or 121. 

Attachment(s) 

1) ^ Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) Paper No(s). 

2) Q Notice of Draftsperson's Patent Drawing Review (PTO-948) 5) Q Notice of Informal Patent Applicatbn (PTO-1 52) 

3) O Information Disclosure Statementis) (PTO-1 449) Paper No(s). 6) Q Other: 



U. S. Patent end Trademark Office 

PTO-326 (Rev. 04-01 ) 



Office Action Summary 



Part of Paper No. 14 
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DETAILED ACTION 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 37 
CFR 1.17(e), was filed in this application after final rejection. Since this application is eUgible for 
continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) has been 
timely paid, the finality of the previous Office action has been withdrawn pursuant to 37 CFR 
1.114. AppUcant's submission filed on 3/21/03 has been entered. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. Claims 5-8,15,22,29,35 are rejected under 35 U.S.C. 103(a) as being unpatentable by Wu 
et al.(US 5,774,551) in view of Candelore et al.(US 6,061,449) or Anderson(US 5,91 1,077) . 

In claims 5,22,35 Wu discloses a control unit having a data input bus (fig.l). Encryption 
processing unit in (col.3, lines 58-62). First and second authentication processing unit in (col.8, 
lines 61-66). A local data bus, independent of the data input bus to the control unit, coupling the 
control unit to each of the encryption and authentication processing units and a second data bus 
fi-om the encryption unit to each authentication unit, including a data bus fi-om the first 
authentication processing unit to the second authentication processing unit in (fig.l #1 15,109,123 
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and col.3, lines 56-66). Wu does not disclose where data is provided to at least one encryption 
unit processing unit and processed by the at least one encryption processing unit while at least one 
authentication processing unit is further processing output data from one data packet. Candelore 
disclose concurrent processing in (fig.l and fig.6). Anderson disclose concurrent processing 
method where plurality of packets are processed concurrently for different tasks in (col. 1 1, lines 6- 
41). It would have been obvious to person of ordinary skill in the art at the time invention was 
made to employ concurrent processing disclosed in Candelore or Anderson with encryption unit 
disclosed in Wu in order for data packet to continuously flow without delay thus reducing 
computer downtime. Further concurrent processing allows second packet to be processed quickly 
thus achieving immediate validation. It overall enhances speed of data processing. 

In claim 6, Wu disclose wherein data input bus of the control unit is coupled to a 
processor bus and each of encryption and authentication processing units comprises a data input 
bus coupled to the processor bus in (fig.l, #109, 123). 

In claim 7, Wu discloses first authentication unit and second authentication processing unit 
in (col.8, lines 61-65). 

In claim 8, Wu discloses all the limitations above. However, Wu does not discloses 
second data bus comprising a daisy-chain connection between the encryption and authentication 
processing units. The examiner takes Official notice that chain is well known in the art. It is 
widely used in order to eliminate conflicting requests to use the channel(bus) to which all the 
devices are connected, each device is given a different priority. 
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In claims 15,29, Wu discloses an encrypting a first packet with an encryption processing 
module and authenticating the encrypted first data packet with a first authentication processing 
module in (fig.l and col.3, lines 56-62; col. 15, lines 54-67). Wu does not specifically discloses 
encrypting a second data packet with the encryption processing module while authenticating the 
first data packet with the first authentication processing module connected to the encryption 
processing module by a data bus and authenticating the second data packet with the first 
authentication processing module. Candelore disclose concurrent processing in (fig.l and 
col.l4,lines 8-12). Anderson disclose concurrent processing method where plurality of packets are 
processed concurrently for different tasks in (coll 1, lines 6-41) It would have been obvious to 
person of ordinary skill in the art at the time invention was made to employ concurrent processing 
disclosed in Candelore/Anderson with encryption unit disclosed in Wu in order for data packet to 
continuously flow without delay thus reducing computer downtime. Further concurrent 
processing allows second packet to be processed quickly thus achieving immediate validation. It 
overall enhances speed of data processing. 

4. Claims 32-34 are rejected under 35 U.S.C. 103(a) as being unpatentable by Wu et al.(US 
5,774,551) in view of Candelore et al.(US 6,061,449) or Anderson(US 5,91 1,077) and fiirther in 
view of Kocher et al.(US 6,304,658) . 

Claims 32,33,34: Wu,Candelore,Anderson does not disclose HMAC-key hashing. Kocher 
patent disclose HMAC-key hashing method in (col.9,lines 1-16). It would have been obvious to 
person of ordinary skill in the art at the time invention was made to use HMAC-key hashing 
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method disclosed in Kocher with packet processor system taught in WU,Candelore,Anderson 
because HMAC is designed to be resistant to differential analysis. Since HMAC hashes a known 
value with an unknown value and the result of this hash is then rehashed with a separate vmknown 
value,making any differential attack extremely difficult. 

5 Claims 1-4,9-14,16-21,23-28,30-31,36-42 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wu et al.(US 5,774,551). 

In claims 1-2,9,16,23,30,36-42, Wu discloses encrypting and authenticating a first packet 
and discloses two authentication services connected to the encryption unit by a data bus in (fig.l 
and col. 15, lines 53-67). Wu does not specifically discloses performing encryption on a first data 
packet and after completion of the encryption of the first data packet, performing authentication 
of the first packet and performing encryption of a second data packet prior to completion of 
authentication of the first data packet. The examiner takes Official notice that encrypting a 
second packet before authentication is well known in the art. For example, parallel encryption 
scheme where first and second packets are encrypted at the same time where second packet does 
not wait for first packet to be authenticated thus allowing faster encryption/authentication process 
when transmitting over the network or encrypting a second packet before first packet is 
authenticated or encrypting a second packet while authenticating first packet eliminates waiting 
time thus enhances encryption /authentication processing speed. 
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In claim 3, Wu discloses data input bus of the control imit is coupled to a processor bus 
and each of encryption and authentication processing units comprises a data input bus to the 
processor bus and means for reading and writing data on the processor bus in (see fig.3). 

In claim 4, Wu discloses all the limitations above. However, Wu does not discloses 
second data bus comprising a daisy-chain connection between the encryption and authentication 
processing units. The examiner takes Official notice that chain is well known in the art. It is 
widely used in order to eliminate conflicting requests to use the channel(bus) to which all the 
devices are connected, each device is given a different priority. 

In claim 10,17, Wu discloses step of performing a second authentication on the first data 
packet of data in (col. 7, table 1). 

In claims 1 1-14,18-21, Wu discloses appending data to first authentication and second 
authentication in (col. 3, lines 56-66). 

In claims 24-28 see claims rejection 10-14 above. 

In claim 31 see claims rejection 23 above. 

Conclusion 

6 The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. . 

a. Eide et al.(US 6,243,774) disclose concurrent processing by a system. 

b. Likens et al.(US 5,63 1,960) disclose cryptographic packet processor. 
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Any inquiry concerning this communication should be directed to Hosuk. Song whose 



telephone number (703)305-0042. The examiner can normally be reached on Tuesday through 
Friday from 6:00 am to 4:00 pm. 

If attempts to reach the examiner by telephone are unsuccessfiil, the examiner's 
supervisor, Gail Hayes can be reached at (703)305-971 1. 

Any inquiry of a general nature or relating to the status of this application or preceding 
should be directed to the Group receptionist, whose telephone number is (703)305-3900. 





